Trend Micro™
Enterprise Security
for Endpoints and Mail Servers

Maximum Protection and Minimum Complexity for
Mail and File Servers, Clients, and Mobile Devices

Enterprises use the web to interact with customers, partners, and colleagues
day to day, challenging IT administrators to maintain timely protection of
clients, servers, and mail servers, the key points of contact. Yet maintaining
separate security solutions for these protection points increases cost, risk,
and complexity. You need enterprise security that integrates mail server and
endpoint security to maximize protection and minimize complexity and costs.

Reduce Risk with Integrated Security for Mail Servers and Endpoints

Sophisticated malware exploits multiple points of entry—and the only effective response is a layered
defense. Trend Micro™ Enterprise Security for Endpoints and Mail Servers offers a single, integrated
solution to protect mail servers, file servers, clients, and mobile devices against multiple threats

» Reduces endpoint infection rates by 62%’ with a multilayered defense
* Stops spam and blocks access to malicious websites
» Supports regulatory compliance with content filtering and anti-malware

Increase Protection with Industry-leading Threat Intelligence

Complex threats are striking faster and with more force than ever before. Trend Micro offers the
industry’s best malware protection powered by the Trend Micro™ Smart Protection Network™—proven
by independent testing? to stop more threats in real-world computing environments

* Delivers immediate protection with in-the-cloud web, email and file threat intelligence
« Stops the latest threats before they can enter your network and damage your business

Minimize Complexity with Security that Fits Your Enterprise Environment

Maintaining consistent security across distributed, diverse network environments is challenging.
Trend Micro Enterprise Security for Endpoints and Mail Servers offers multi-tiered management,
flexible configuration options, and high scalability.

« Offers broad platform support for heterogeneous environments to minimize complexity
« Tightly integrates with industry-leading offerings from Microsoft, Cisco, and IBM Lotus

Save Money with Cost-effective Security

Now more than ever, you need to cut costs. A large portion of your costs are related to IT staff

devoting time to acquiring, deploying, and managing content security. Trend Micro Enterprise Security

for Endpoints and Mail Servers saves you money by saving you time—with consolidated protection

and maximum administrative efficiency.

» Saves on routine clean-up costs by dramatically lowering endpoint infection rate and automating
malware and spyware cleanup

* Reduces reliance on conventional antivirus signatures, relieving administrative burden

» Maximizes efficiency with web-based centralized management and reporting

SOLUTION SUITE | SOFTWARE | DATASHEET

SOFTWARE

Protection Points
» Mail servers

* File servers

* Clients

» Mobile Devices

Threat Protection

« Viruses and Trojans

» Network vulnerabilities

» Spyware, rootkits, and bots
» Web threats

» Spam and phishing

« Inappropriate content

KEY BENEFITS

» Reduces risk with comprehensive
endpoint-to-mail server security

« Delivers immediate protection with
in-the-cloud threat intelligence

* Lowers endpoint infection rates by 62%

« Substantially lowers security
management costs

« Offers enterprise-class scalability,
configurability, and platform support

» Stops spam and blocks access to
malicious web sites

' Osterman Research, Cloud-Client Enterprise Security Impact
Report, 2009

2 NSS Labs Endpoint Security Socially Engineered Malware
Protection Comparative Test Results: Corporate Products,
September 2009
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MAIL SERVER
+ ScanMail Suites

Maximum Protection across Endpoints and Mail Servers

Platform

Multilayered Protection

CLIENT

MANAGEMENT
« Control Manager

MAIL SERVER
ScanMail™ Suite for Microsoft® Exchange ~ Windows
ScanMail™ Suite for Lotus™ Domino™ Win_dows,
Linux
FILE SERVER
OfficeScan™ Windows
ServerProtect™ for Windows®/ Windows,
Novell NetWare NetWare
ServerProtect™ for Linux™ Linux
CLIENT
OfficeScan™ Windows
« Intrusion Defense Firewall Windows
Windows
* Mobile Security (Standard) Moblie,
Symbian
. . Apple
Security for Mac Macintosh
MANAGEMENT
Control Manager Advanced Windows

= - OfficeScan
E « Intrusion Defense Firewall
ﬁ S Security for Mac

FILE SERVER
« OfficeScan
« ServerProtect

MOBILE DEVICE
* Mobile Security

Blocking spam and spyware at the mail server

Blocking spam and spyware at the mail server

Secures Windows servers
Secures Windows and NetWare file servers

Secures Linux files servers

Secures Windows clients
Proactive HIPS and vulnerability shielding

Safeguards data and applications on
smartphones and PDAs

Protects Maclntosh clients from malware and
blocks malicious websites

Centrally manages security

ENTERPRISE SECURITY FOR ENDPOINTS AND MAIL SERVERS ADD-ON OPTIONS

Expand your protection with the following add-on security—for security tailored to the needs of your environment.

Target Protection

Messaging

Collaboration

Web

Endpoint Data

Datacenter
Storage

Network Security
Overwatch

Enterprise Support

Add-On Security

* InterScan™ Messaging
Security Virtual Appliance

» Email Encryption Gateway
» Email Encryption Client
* IM Security

* PortalProtect

* InterScan Web Security
Virtual Appliance

» Advanced Reporting and
Management

* Data Loss Prevention for
Endpoint

* Deep Security

» ServerProtect for NetApp
« ServerProtect for EMC

* Threat Management Services

* Premium Support

Advantage

« Virtualized email gateway security stops
spam and email threats

« Identity-based encryption at the gateway

« |dentity-based encryption at the endpoint

« Stopping threats from propagating through
instant messaging systems

« Protects SharePoint collaboration systems

« Virtualized web gateway security blocks
web threats and offers URL filtering

* Real-time reporting on Internet use

« Data loss prevention

« Server security for physical, virtual, and
cloud computing environments

- Secures storage servers
« Secures storage servers

« Discovery and remediation of active
infections that have bypassed the security
infrastructure

« Personalized, proactive support
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Minimum System Requirements
For the latest system requirements please
refer to the Enterprise Security for Endpoints
and Mail Servers product page at:

www.trendmicro.com/enterprise

Trend Micro Solution Suites
« Enterprise Security Suite

« Enterprise Security for Endpoints and
Mail Servers

« Enterprise Security for Endpoints
« Enterprise Security for Gateways

* Enterprise Security for Communication
and Collaboration

Trend Micro™ Enterprise Security

Trend Micro™ Enterprise Security is a

tightly integrated offering of content security
products, services and solutions powered by
the Trend Micro Smart Protection Network™.
Together they deliver maximum protection
from emerging threats while minimizing the
cost and complexity of security management.
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