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RAPID RESPONSE

The attack originated on a Friday in June. By Saturday, Trend Micro released Web Repu-
tation and URL filtering database updates to block the downloader and Trojans. Since the
InterScan Web Security Appliances protected most of the bank’s network, the threat was
automatically neutralized for most systems. The bank was then able to resume normal

Web activities, without being vulnerable to this attack.

Working with Trend Micro Premium Support, the bank quickly deployed a fix to the portion
of the network that was under construction and avoided any detrimental affects on user
services. The Technical Account Manager (TAM) used his knowledge of the network and
solutions deployed to architect a solution that could protect the older systems and the new
target systems during the final stages of the migration. Once the migration was complete,

the appliances automatically protected all of the systems.

“The ltalian Job event was a vivid demonstration of how well protected we are by the
Trend Micro InterScan Web Security Appliance and how quickly Trend Micro reacts to
new threats,” said the bank’s security manager. “On the part of the network protected
by the appliances, the lItalian Job infections were blocked, and the fast response of our
TAM made sure that our older systems were also protected until we could migrate them
onto the main network. We are sharing our results with our parent company so that they
can learn from our experience and enjoy the same level of protection that we have with

Trend Micro.”

It is highly likely that this type of attack will occur again. These Web-based, blended,

for-profit attacks take advantage of several characteristics of today’s networks:

« Javascript and the other Web-2.0 related technologies are highly vulnerable.

» Malware toolkits are available for sale on the Internet and are frequently updated, making
it easy for hackers to learn how to deploy these attacks.

» Automated tools and technologies, such as bots, enable speedy proliferation of malware

and crimeware.

Trend Micro offers several products and solutions that fight these attacks by blocking

URLs from infected sites and scanning for malware and spyware downloads.

ENTERPRISE / FINANCE (BANKING) | SUCCESS STORY

TREND MICRO PRODUCTS

» Trend Micro OfficeScan Client/Server
Edition
http://us.trendmicro.com/us/products/

enterprise/officescan-client-server-
edition/index.html

» Trend Micro Control Manager
http://us.trendmicro.com/us/products/
enterprise/control-manager/

* Trend Micro InterScan Web Security
Appliance
http://us.trendmicro.com/us/products/
enterprise/interscan-web-security-
appliance/index.html
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