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Expanded AV product testing to include blocking by source reputation

EXECUTIVE SUMMARY

An expanded method for testing AV products is described and demonstrated. The proposed
method expands AV product protection scoring from malware file detection rates to include credit
for blocking access to the URLSs that serve downloaded malware files. This expansion is required
because AV vendors have responded to the vast increase in the rate at which new unique
malware variants are introduced to the Internet by blocking malware files based on their source
URLs. Blocking by malware source provides a faster time-to-protect and utilizes less customer
resources in updating threat information to the point of protection. The ability to include the
performance of this extra layer of protection in benchmarking tests of competing AV products is
critical for customers in assessing the real protection AV products provide.

INTRODUCTION
In 2007 Williamson and Gorelik wrote:

>There is a desperate need for new standards for todayfis arti-virus products.
The dominant paradigm, scanning directories of files, is focused on old and
known threats, and reveals little about product efficacy in the wild.[1]

At the time this was written, the number of new
unique threat variants appearing on the Internet
had risen over the previous two years from less
than 50 per hour in 2005 to over 600 per hour in
2007. In the two years since, the number of new
unique threat variants has grown to over 2,000 per
hour. [2]
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One response of the AV industry to this >»volume of
threatChas been to issue more frequent updates.
Many AV vendors have switched from weekly
updates to daily or even half-hourly updates. The
consequent volume of updates places a significant
resource load on customer systems and networks
required to handle update downloads , often
leading to critical performance and cost issues.
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2005 2006 2007 2008 In addition to more frequent updates, other more
significant AV technology innovations have been
made to defend against the onslaught of new threats: improved vulnerability assessment,
behavioral analysis, and source reputation services. [3,4] These innovations attempt to block the
actions of malware threats whose malicious code has not been previously indentified and placed
in blacklist databases.

Unfortunately, while AV products have introduced more effective techniques, most AV product
testing continues to use methods that expect all AV products to block threats by identifying the
malicious nature of the code itself. In order for customers to make realistic assessments of how
competing AV products will perform, AV product testing needs to be expanded to credit the
innovative AV techniques that block malware even when the identity of the malware itself is not
known to the AV product.
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This paper focuses on expanding AV product testing to add credit for just one additional AV
technique: Web reputation services. It is beyond the scope of this paper to discuss expansion of
AV product testing to other defense layers, such as vulnerability assessments , although these
expansions are also needed.

BLOCKING WEB THREATS BY SOURCE REPUTATION

The methodology presented here credits AV products for using web reputation services to protect
against web threats by blocking access to compromised or malicious URLs capable of
downloading malware files to a target computer. Here is one scenario:
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Imagine being sent a malicious e-mail with an embedded Web link%o

First, the AV protection intercepts the email and checks the IP address of the sender against
its email reputation database. If the computer address belongs to a spammer, the email is
blocked.

Next, the Web link in the email is checked against the AV productfisweb reputation
database to ensure users are blocked from accessing malicious Web pages.

In addition, components hosted on the Web page and related redirected Web pages are
automatically downloaded by the AV vendor and analyzed. ldentifiable signatures of
malware files are placed in the AV product file reputation database.

If the malware file subsequently arrives at the target computer by other means (e.g., file
transfer from a USB storage device), the malware file is detected and blocked by the AV
product file reputation service.

Embedded IP addresses are also extracted, analyzed and, if they pose a threat, are added
to the AV productfisinterconnected, Internet-based threat databases.
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