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Why This Document Will be Worth Your Time 

Elec tronic  messag ing  ha s b ec ome the d e fa c to 
c ommunic a tions med ium a nd  file tra nsp ort system used  in 
the workp lac e today.  Most informa tion workers rely on 
ema il more tha n they d o the telep hone, fax or pap er-b ased  
c ommunic a tion.  The va st ma jority o f orga niza tions use ema il 
for send ing, rec eiving a nd  storing c ritic a l business rec ord s, 
inc lud ing  p urc hase ord ers, c ontra c ts, req uests for p rop osa l 
and  other c ontent.  Insta nt messa ging  (IM) use is a lso on the 
inc rease, a s a re Web-b a sed  tools for c ommunic a tion a nd  
c ollab ora tion. 
 
Conseq uently, messa ging Ð p a rtic ularly ema il Ð ha s bec ome 
absolutely c ritic a l to the opera tion of most enterp rises a nd  
ha s b ec ome something  of a  utility, muc h like elec tric ity or 
wa ter p rovision in c erta in key respec ts: 
 
• It must be a va ilab le  a t a ll times, 
 
• It must meet a ntic ipa ted  a nd  una ntic ipa ted  sp ikes in 

dema nd , a nd  
 
• Its c ost should  b e d riven a s low a s p ossib le 
 
How Should Messaging  be Mana ged? 
Orga niza tions c a n ma na ge the ir messag ing  func tiona lity in 
one of three wa ys: 
 
• Comp letely interna lly using in-house sta ff, ha rd ware a nd  

softwa re. 
 
• Comp letely externa lly, using  hosted  or ma na ged  servic e 

p roviders for a ll messa ging func tions. 
 
• Through the use of a  hyb rid  app roa c h in whic h some 

func tions a re ma na ged  interna lly a nd  some a re 
ma naged  b y a  third  p a rty. 

 
The p urp ose of this d oc ument is to  o ffer a n unb iased  
d isc ussion and  a na lysis o f the key elements tha t must be 
c onsidered  by d ec ision makers a s they eva lua te op tions for 
ma nag ing  their messaging  systems.  Its goa l is to inform 
dec ision makers ab out the benefits of using  a  hosted  or 
ma naged  messa ging servic e a nd  the key q uestions to  a sk of 
any p rovider of a  sing le messa ging servic e or a  c omp lete 
suite  of servic es. 
 
 

Messaging  has 
bec ome 
absolutely  
c ritic al to the 
operation of 
most enterprises 
and  has bec ome 
som ething of a  
utility , much like 
elec tric ity  or 
water p rovision in 
certa in key 
respec ts. 
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Rising Costs 

Ma inta ining  messa ging func tiona lity is not a  trivia l exp ense.  
Dep end ing  on a n orga niza tionÕs sp ec ific  req uirements, the 
numb er of ema il users it sup p orts, the geogra phic  d istribution 
of its emp loyees a nd  other fac tors, the to ta l c ost of 
ownership for a  messa ging system is a nywhere from $15 to 
$50 p er sea t p er month a nd  c a n b e muc h more in some 
c a ses.  Further c omp lic a ting the p rob lem is tha t messa ging  
c osts a re not a s p red ic tab le a s ma ny d ec ision makers would  
like them to b e Ð a  p ower outage, the outb reak of a  new 
worm or the loss of key p ersonnel c a n a ll d rive up  the c ost of 
messag ing  unexp ec ted ly. 
 
Among the fa c tors tha t a re serving to  d rive up  the c osts o f 
messag ing  a re: 
 
• The need  to  oversp ec ify ema il systems to  ha nd le ma il 

vo lume sp ikes from denia l-o f-servic e a tta c ks, d ic tiona ry 
ha rvest a ttac ks a nd  other threa ts. 

 
• Dep loying  more servers, app lia nc es, storage systems, 

ba nd wid th a nd  other ha rd ware a nd  softwa re to  d ea l 
with growing  volumes of spa m, viruses, sp yware a nd  
other p rob lems. 

 
• Dep loying  c ontent-sc a nning systems tha t c a n monitor 

outb ound  ema il, insta nt messa ges, b log  p osts and  other 
c ontent for p otentia l p o licy viola tions, da ta  b rea c hes 
and  other risks tha t c ould  p ose a  threa t to an 
orga niza tion. 

 
• Dep loying  tec hnology to  improve the re liab ility a nd  

resilienc y of messa ging  systems in order to  p rovide a s 
muc h up time as p ossib le. 

 
• Hiring  IT personnel knowled geab le enough to  ma inta in 

the systems in-house and  tra ining  them on future 
ha rd ware a nd  softwa re re leases. 

 
• Pa tc hing  va rious servers, app lianc es a nd  other on-

p remise systems a nd  ma na ging the unexp ec ted  
p rob lems tha t ma y a rise from a  pa tc hÕs impa c t on 
another system.  This b ec omes more d iffic ult in larger 
c ompa nies, pa rtic ularly those tha t ha ve a  
geograp hic a lly d istributed  infra struc ture. 

 
• Imp lementing b usiness c ontinuity a nd  d isa ster rec overy 

c ap ab ilities to ensure tha t a n orga niza tion c a n rec over 

The tota l c ost of 
ownership for a  
messaging  
system  is 
anywhere from  
$15 to $50 per 
sea t per m onth 
and  c an be 
much more in 
som e c ases.  
Further 
com plica ting  the 
problem is tha t 
messaging  c osts 
are not as 
predic table as 
many dec ision 
makers would  
like them to be. 
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as q uic kly a s p ossib le  from a ny of the va riety of p rob lems 
tha t c a n b ring d own its messa ging  c apab ility. 

 
• Ad d ing more stora ge and  stora ge-re la ted  systems in 

ord er to  a c c ommoda te the rap id ly growing q ua ntity of 
messag ing  system c ontent. 

 
• Dep loying  e-d isc overy a nd  regulatory c omp lianc e 

c ap ab ilities tha t a re d esigned  to  mitiga te a n 
orga niza tionÕs risk from non-c omp lianc e with the growing  
a rray of lega l a nd  regula tory req uirements foc used  on 
messag ing  a nd  other elec tronic  c ontent. 

 
• The need  to  d ep loy enc ryp ted  messag ing  c a pab ilities. 
 
• Dep loying  a nd  ma na ging  mob ile  messag ing  p la tforms 

and  supp orting users of these d evic es. 
 
In short, p rovid ing  messa ging  servic es is expensive, 
somewha t unp red ic tab le a nd  it w ill b e more exp ensive in 
the future. 
 
 

More Organizations are Considering Hosted 

and Managed Services 

During the pa st severa l yea rs, the market for hosted  a nd  
ma naged  messa ging servic es ha s inc reased  sub sta ntia lly.  
Osterma n Resea rc h a ntic ipa tes tha t the market will c ontinue 
to grow a t a  hea lthy p ac e a s a n inc rea sing p rop ortion of 
orga niza tions rea lize the b enefits o f a llowing  spec ia list 
p roviders to mana ge some or a ll o f the c orp ora te 
messag ing  infrastruc ture. 
 
It is imp orta nt to  note tha t ma ny orga niza tions a re find ing  
benefit in using  a  hyb rid  app roa c h, in whic h some func tions 
a re ma na ged  using  on-p remise c a pab ilities, while  some 
func tions a re p rovided  by a  hosted  or ma na ged  solution.  
Using a  hosted  p erimeter ema il p rotec tion servic e, for 
exa mp le, c a n elimina te most spa m b efore it ever hits the 
c orp ora te network, elim ina ting  muc h of the stora ge a nd  
ba nd wid th requirement for on-p remise systems. 
 
Market Overview 
Based  on a  ma jor study of mid -sized  a nd  la rge orga niza tions 
tha t Osterma n Resea rc h c ond uc ted  d uring  June 2007, we 
forec a st inc reasing  p enetra tion of hosted  a nd  ma na ged  
servic es in the North Americ a n market through 2009 a s 

Based  on a 
major study of 
mid-sized and  
large 
organizations 
that Osterm an 
Research 
conduc ted  
during  June 
2007, we forec ast 
inc reasing  
penetra tion of 
hosted and  
managed 
servic es in the 
North Am erican 
market through 
2009. 
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shown in the following  ta b le.  It is imp orta nt to note tha t the 
last three offerings in the tab le ma y b e inc lud ed  a s pa rt o f a  
hosted  or ma na ged  ema il servic e, or they ma y be used  to  
supp lement on-p remise messa ging  c a pab ilities. 
 
 

Percentage of North American Organizations 

That Will be Using a Hosted or Managed Solution 

 
Messaging Function 2007 2008 2009 

Hosted  em ail servic es 
(e.g ., hosted  Exc hange) 

13% 14% 19% 

Anti-virus and anti-sp am 22% 29% 32% 
Email retention and arc hiving  14% 24% 31% 
Wire less/ mob ility servic es 21% 21% 27% 

 
 
Hosted  a nd  ma na ged  messa ging  servic es a re c lea rly a  
growing market, b ut one tha t is c ha ra c terized  b y very strong  
op inions from b oth p rop onents a nd  d etra c tors of the 
hosted / ma na ged  pa ra d igm. 
 
Propone nts of Hosted and  Mana ged Messaging  
Prop onents of hosted  a nd  ma na ged  messa ging servic es 
a rgue tha t it makes sense to  le t a  sp ec ia list orga niza tion 
ma nage these servic es, sinc e these vend ors c an a c hieve 
ec onomies of sc a le tha t ma ny firms, p a rtic ula rly sma ller 
ones, c ould  never hop e to  a c hieve.  To help  ensure 
messag ing  c ontinuity, these p roviders opera te multip le d a ta  
c enters tha t a re p hysic a lly sec ure, have d iesel ba c kup  
genera tors, use red unda nt c ommunic a tions links, p rovide a  
full c omp lement of sta ff on a  24x7 ba sis, c rea te red unda nt 
c op ies of da ta  for stora ge a t geograp hic a lly sepa ra ted  
sites, a nd  offer other c a pab ilities tha t a re fully ma naged . 
 
For messa ging  sec urity servic es, a nti-virus signa tures a re 
up da ted  c ontinua lly, multip le a nti-virus and  a nti-spa m 
c ap ab ilities a re typ ic a lly emp loyed , a nd  these sc a nning  
engines a re tuned  a nd  upd a ted  b y the sec urity vend or, 
a llowing c ustomers to levera ge the sec urity vend orÕs 
exp ertise.  Further, ma na ged  sec urity p roviders c a n sp ool 
ema il in c a se their c ustomersÕ p rimary ema il servers go 
down, or they c a n p rovide more rob ust d isaster rec overy 
servic es, enab ling  b usiness c ontinuity a nd  d isaster rec overy 
for their c ustomers. 
 
For messa ging  a rc hiving  a nd  d a ta  ma na gement servic es, 
servic e p roviders offer extremely high levels of reliab ility a nd  
so c a p ture a ll messa ging  c ontent, even when on-p remise 

Hosted  and 
managed 
messaging  
servic es a re 
c learly  a  growing  
market, but one 
that is 
charac terized  by 
very strong  
opinions from 
both proponents 
and  detrac tors of 
the hosted /  
managed 
paradigm . 
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systems a re d own, a llowing  to ta l c omp lianc e with c orp ora te 
retention p o lic ies. 
 
For other typ es of servic es, suc h a s w ireless/ mob ility servic es, 
hosted  a nd  ma na ged  servic es p rovide very high reliab ility 
even when the p rimary c orp ora te system is d own.  This 
a llows mob ile emp loyees to c ommunic a te even when the 
p rimary in-house messag ing  system is unava ilab le. 
 
In a  hosted  environment sma ll a nd  mid-sized  businesses 
(SMBs) now have the opp ortunity to  utilize the fea tures a nd  
func tiona lity of b est-o f-b reed  messa ging  servic es a t a  low 
per-user p ric e.  Previously, these a pp lic a tions ha ve b een 
ac c essib le only to  Fortune 500 c ompa nies b ec a use the 
la tter have the ec onomies of sc a le to imp lement these 
c ap ab ilities. 

 
Detrac tors of Hosted and  Mana ged Messaging 
Those who opp ose the use of hosted  a nd  ma na ged  servic es 
a rgue tha t messa ging is a  c ore a nd  funda menta l skill set 
tha t must b e ma inta ined  in-house for a  va riety o f rea sons.  
They a rgue tha t interna l ma nagement of the messag ing  
infrastruc ture, inc lud ing messa ging sec urity, is less exp ensive 
tha n if a  ma na ged  servic e p rovid er is emp loyed  for this 
purp ose.  The c orp ora te messa ge store, whic h rep resents 
the p rimary c ontent store for most orga niza tions a nd  its most 
imp orta nt da ta  asset, is simp ly too va lua b le to  b e ma na ged  
by a  third  p a rty a t a  remote da ta  c enter.  They further a rgue 
tha t sec urity of the messa ging  rep ository req uires tha t it be 
ma naged  b ehind  the c orp ora te firewa ll.  Further, newer 
softwa re-ba sed  a nd  app lianc e offerings from a  va riety o f 
lea d ing a nd  other vend ors req uire little investment b y IT sta ff 
for a c tivities like d ep loyment, upgrad es, pa tc h 
ma nagement a nd  the like, a nd  so the c ost o f ma nag ing  a  
messag ing  system interna lly is b eing  d riven lower over time. 

 
WhoÕs Right? 
Given the imp orta nc e of messa ging  func tiona lity to  virtua lly 
a ll orga niza tions, d ec id ing  on the b est way to ma nage this 
c ritic a l c orp ora te a sset is not a  trivia l d ec ision.  Bec a use 
ema il is the p rimary c ommunic a tions a nd  file transp ort 
mec ha nism for virtua lly a ll orga niza tions, ma naging  this 
c ap ab ility effic iently a nd  p rop erly is b ec oming  inc rea sing ly 
c ritic a l.  Also, a s insta nt messa ging, Web  c o llabora tion, VoIP 
and  other c ap ab ilities b ec ome more widely used  in the 
workp lac e, the d ec ision ab out how best to  manage a  
messag ing  infrastruc ture will b ec ome ever more imp orta nt. 
 

Given the 
importanc e of 
messaging  
func tionality to 
virtually a ll 
organizations, 
dec id ing on the 
best way to 
manage this 
c ritic al c orporate 
asset is not a  
trivia l dec ision. 
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Why Consider Hosted and Managed Services? 

Why should  your orga niza tion c onsider the use of a  hosted  
or ma na ged  messa ging  servic e?  There a re a  va riety o f 
rea sons to a t lea st c onsider using suc h servic es, some of 
whic h, a s d isc ussed  b elow, ma y p rovide imp orta nt b enefits 
c ompared  to  c urrent, interna l methods of ma na ging  these 
c ap ab ilities. 
 
More Effic ient Use of IT Resourc es 
One of the funda menta l issues tha t should  b e c onsidered  by 
any orga niza tion Ð b ut one tha t often is not Ð is tha t o f the 
op p ortunity c ost o f IT sta ff memb ers.  Most CIOs a nd  IT 
ma nagers would  a gree tha t find ing a nd  reta ining  highly 
qua lified  IT sta ff is not a n easy ta sk, pa rtic ula rly in a  good  
ec onomy when c omp etition for good  IT ta lent is rob ust.  
Conseq uently, in-house IT sta ff should  b e used  in a  way tha t 
a llows them to p rovide maximum b enefit to their emp loyer, 
while  a t the sa me time a fford ing  them a  sa tisfying work 
exp erienc e tha t will motiva te them not to move elsewhere. 
 
A hosted  or ma na ged  messa ging  servic e Ð whether used  for 
messag ing  sec urity, a rc hiving, enc ryp tion or o ther tasks Ð 
c a n free IT sta ff members from the rela tive ly munda ne ta sks 
assoc iated  w ith ma na ging  interna l systems.  This a llows them 
to b e d ep loyed  on initia tives tha t p rovide more d ifferentia l 
va lue to the orga niza tion a nd  tha t c a n result in grea ter job  
sa tisfa c tion.  For exa mp le, if a n IT sta ff member c a n ma nage 
a  messag ing  c ap ab ility extra ord ina rily well, he or she 
p rovides some level of va lue to  the enterp rise.  However, if 
tha t sta ff memb er sp ent the sa me a mount of time 
integra ting c ustomer-fac ing  IM c ap ab ilities into  the 
c ompa nyÕs tec hnic a l supp ort system, it is very likely tha t 
muc h grea ter va lue c ould  b e rea lized  from the sa me level 
of effort, not to  mention tha t the la tter p ro jec t would  likely 
p rovider grea ter job  sa tisfa c tion. 
 
In a  b roa d er c ontext, the use of hosted  or ma na ged  servic es 
a llows an orga niza tion to foc us more on its c ore business 
ra ther tha n devote resourc es to  ma na ging  its messag ing  
infrastruc ture.  Just like the vast ma jority of organiza tions d o 
not genera te their own elec tric ity or d rill their own wells, 
orga niza tions should  c onsider messag ing  to b e a  utility 
servic e tha t a  sp ec ia list p rovider may b e b etter eq uipp ed  to  
ma nage. 
 
Potentia lly Lowe r and  More Predic tab le Cost o f Own ership 
There is a  wid ely held  p erc ep tion tha t interna lly mana ged  
messag ing  systems a re less exp ensive to  d ep loy a nd  

A hosted  or 
managed 
messaging  
servic e Ð whether 
used  for 
messaging  
security, 
archiving , 
enc ryp tion or 
other tasks Ð c an 
free IT sta ff 
members from  
the rela tively  
mundane tasks 
assoc iated with 
managing  
internal systems. 
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op era te tha n hosted  or ma naged  servic es.  While  in some 
c a ses tha t p erc ep tion is ac c ura te, very often it is not for two 
rea sons: 
 
• First, ma ny dec ision makers d o not c onsider the 

c omp lete c ost of p rovid ing messa ging func tiona lity 
within their orga niza tion.  They often und erestima te the 
tota l a mount o f lab or required  to ma na ge the system, 
the d isrup tive impa c t o f outa ges a nd  other unforeseen 
events on other ac tivities, the true c osts of c a p ita l 
exp end itures, the unexp ec ted  c osts o f ma na ging a  
system, a nd  so forth. 

 
• Sec ond , most d ec ision makers simp ly d o not know wha t it 

c osts their orga niza tion to  p rovide messa ging  servic es.  In 
a  June 2007 Osterma n Resea rc h survey, for examp le, we 
asked  messag ing  d ec ision makers the following  q uestion:   

 
ÔHow c losely d o you tra c k the tota l c ost o f your 
messa ging system, inc lud ing  lic enses, ha rd wa re 
dep rec ia tion, ma intena nc e/ sup p ort c ontra c ts, 
personnel, ba c kup s, e tc ?Õ 
 
Their resp onses a re shown in the following  figure. 

 
 

“How closely do you track the 

total cost of your messaging system?” 

 

 
 

Many dec ision 
makers do not 
consider the 
com plete c ost of 
provid ing 
messaging  
func tionality 
within their 
organization.  
They often 
underestim ate 
the tota l am ount 
of labor required 
to manage the 
system , the 
disruptive impac t 
of outages and 
other unforeseen 
events on other 
ac tivities, the 
true costs of 
capita l 
expenditures, the 
unexpec ted  
costs of 
managing  a  
system , and  so 
forth. 
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Flexib ility of Deployment Op tions 
One of the benefits of using  a  hosted  or ma naged  
messag ing  servic e is tha t it a llows a n orga niza tion to ad op t 
a  gra nular app roac h in how it ma na ges its messag ing  
c ap ab ilities.  For exa mp le, a n orga niza tion tha t uses 
app lianc es to  p rotec t its infra struc ture from sp am a nd  viruses 
c a n ad op t a  hyb rid  app roa c h in whic h it uses a  hosted  
rep uta tion servic e to  b loc k the b ulk of spa m a nd  viruses 
entering the network, thereby d ra ma tic a lly reduc ing  the 
imp ac t on interna l stora ge a nd  ba nd wid th, b ut c ontinue to  
use its interna l app lianc es for spa m a nd  virus filtering .  An 
orga niza tion ma y d ec ide to  ma na ge its own ema il servers 
for emp loyees a t a  c orp ora te head quarters, but use a  
hosted  messa ging servic e for emp loyees in fie ld  o ffic es.  An 
orga niza tion ma y wa nt to sup p lement its p rimary interna l 
a rc hiving  system with a  hosted  solution for remote 
emp loyees. 
 
In short, hosted  a nd  ma na ged  solutions a llow orga niza tions 
to exerc ise a  grea t d ea l of flexib ility in how they ma nage 
their messaging  infrastruc ture, sup p lementing or rep lac ing  
interna l c ap ab ilities q uickly a nd  p a inlessly. 
 
Extend ing  the  Life of Existing Email Solutions 
Rela ted  to  the p oint a b ove is tha t hosted  a nd  ma na ged  
servic es a llow a n orga niza tion to  extend  the useful life  of a n 
in-house messa ging solution.  For exa mp le, if a  c ompa ny ha s 
rea c hed  the maximum c ap ac ity o f its ema il filtering  
app lianc es bec a use of rap id ly growing  sp a m volumes, it 
c ould  imp lement a  hosted  ema il sec urity servic e tha t would  
d rama tic a lly red uc e the a mount o f inc oming  tra ffic  a nd  
thereb y a llow new investments in interna l ha rd ware to be 
delayed  or, p ossib ly, avo ided . 
 
For exa mp le, the enormous inc rea se in the volume of sp a m 
during  2006 d riven b y b otnets a nd  the use of ima ge spa m 
resulted  in ma ny on-p remise solutions rea c hing  their 
maximum c apa c ity.  Fa c ed  w ith suc h a  p red ic ta ment, a n 
orga niza tion c ould  use a  hosted  servic e to supp lement its 
interna l c ap ab ilities a nd  thereby p reserve its investment in 
the on-p remise solutions it ha s dep loyed , thereb y extend ing 
the useful life  of these systems.  This would  a llow a n 
orga niza tion to sta rt using  hosted  servic es in a  
supp lementa ry ro le, a llow ing the orga niza tion to  d etermine 
whether or not hosted  or ma na ged  servic es would  fit into  
their future p lans. 
 

One of the 
benefits of using 
a hosted or 
managed 
messaging  
servic e is that it 
a llows an 
organization to 
adop t a granula r 
approach in how 
it m anages its 
messaging  
capabilities. 
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Disaster Rec overy for Customer Systems 
Most hosted  a nd  ma na ged  servic e p rovid ers offer some 
level of d isa ster rec overy.  For exa mp le, most hosted  sec urity 
p roviders will sp ool ema il for a t lea st severa l d ays in the 
event tha t a  c ustomerÕs ema il servers go d own.  This ensures 
tha t ema il sent to  the c ustomer will not be b ounc ed  ba c k to 
the send er a nd  tha t ema il w ill c ontinue to b e rec eived  until 
the c ustomerÕs ema il servers a re restored . 
 
Business Continuity 
Even more imp orta nt, however, is some p rovidersÕ p rovision 
of b usiness c ontinuity c ap ab ilities on a  numb er of levels, 
inc lud ing  ba c kup  ema il systems, c ontinued  a rc hiving  of 
messag ing  system c ontent during  outages a nd  other 
servic es.  This a llows messa ging  c apab ilities to  rema in a c tive 
rega rd less of p rob lems tha t ma y oc c ur a t their c ustomersÕ 
sites.  Using suc h a  b usiness c ontinuity servic e will a llow a  
business to rec over muc h more q uickly from a  p ower 
outa ge, a  na tura l d isa ster or some other d isrup tive event. 
 
Rapid Deployment of Servic es 
One of the funda menta l b enefits of a  hosted  or ma na ged  
servic e is the speed  w ith whic h servic es c a n b e d ep loyed .  
For exa mp le, d ep loying  new hosted  or ma na ged  servic es 
typ ic a lly req uires no more tha n the c ha nge of a n MX rec ord  
or a  c ha nge in the c onfigura tion of messa ging  c lients.  
Ad d ing new users to  a n existing  servic e typ ic a lly req uires just 
a  p hone c a ll, c omp letion of a n online form or it c a n b e 
ac c omp lished  through a  Web -ba sed  a d ministra tion tool.  
Hosted  a nd  ma na ged  servic es make it ea sy to  ad d  or 
sub trac t sma ll numbers of users, or even entire  b usiness units, 
from a  pa rtic ular servic e, whic h is p a rtic ularly adva nta geous 
when integra ting  merged  or a c q uired  c omp a nies into  a  
messag ing  infrastruc ture. 
 
Maintena nc e of the  Most Current Capabilities 
Hosted  a nd  ma na ged  servic e p roviders typ ic a lly upd a te 
their c apa b ilities on a  nea r rea l-time ba sis.  For exa mp le, a  
hosted  or ma na ged  a rc hiving  servic es p rovid er c a n 
imp lement a  new retention p olic y immed ia te ly for a ll o f its 
c ustomers.  A p rovid er of a nti-virus a nd  a nti-sp am filtering 
servic es will typ ic a lly up da te its signa tures on a  c ontinua l 
basis.  Further, servic e p roviders typ ic a lly d ep loy a  b road er 
range of lead ing  tec hnolog ies a nd  offer exp ertise tha t might 
not o therwise b e ava ilab le or a ffordab le to  their c ustomers, 
pa rtic ularly the ir sma ller c ustomers. 
 

One of the 
fundamental 
benefits of a  
hosted or 
managed 
servic e is the 
speed with which 
servic es can be 
deployed.  For 
example, 
deploying  new 
hosted or 
managed 
servic es typically  
requires no m ore 
than the change 
of an MX rec ord 
or a  change in 
the c onfigura tion 
of m essaging  
c lients. 
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Many Providers Offer a  Complete Rang e of Servic es 
One of the more imp orta nt ad va nta ges of a  hosted  or 
ma naged  servic e is tha t ma ny c a n offer a  c omp lete ra nge 
of servic es, inc lud ing Exc ha nge, Notes, Group Wise, POP, 
IMAP, Web ma il or other messa ging  servic es; message 
filtering for sp a m, viruses and  ma lware; a rc hiving of inb ound  
and  outb ound  c ontent; enc ryp tion; ema il c ontinuity servic es 
in the event of a  fa ilure in the p rimary ema il system; 
c omp lianc e with regula tory a nd  e-d isc overy req uirements; 
IM filtering ; a nd  da ta  migra tion servic es.  Alterna tively, a  
sing le servic e c a n b e emp loyed  initia lly a nd  other servic es 
add ed  a s c orp ora te req uirements c hange. 
 
Very High Reliab ility and SLA Commitments 
Hosted  a nd  ma na ged  servic es vend ors c a n typ ic a lly invest 
more resourc es into their infra struc ture tha n ind ividua l 
orga niza tions c a n a fford  a nd  so p rovide extremely high 
levels of re liab ility.  Bec a use most hosted  and  ma naged  
servic e p roviders ma inta in very rob ust da ta  c enters, they 
c a n typ ic a lly offer very high levels o f reliab ility a nd  Servic e 
Level Agreements (SLAs) tha t would  b e d iffic ult for interna lly 
ma naged  systems to ma tc h.  This a llows c ustomers to foc us 
on p rovid ing servic es tha t offer grea ter va lue to the ir 
enterp rise w ith the a ssura nc e tha t messa ging  func tiona lity 
will be a va ilab le  virtua lly 100% of the time. 
 
It is a lso imp orta nt to c onsider tha t hosted  a nd  ma naged  
p rovidersÕ da ta  c enters a re sta ffed  on a  24x7 basis a nd  tha t 
c ap ab ilities a re monitored  a round  the c loc k.  This mea ns 
tha t p rob lems c a n be d ea lt with more rap id ly tha n is 
fea sib le in ma ny on-p remise d ep loyments. 
 
Exc ess Mail Capac ity to Handle Unforeseen Problems 
Hosted  a nd  ma na ged  messa ging  p roviders typ ica lly ha ve 
muc h more exc ess ma il c ap ac ity tha n a n organiza tion tha t 
ma nages its own on-p remise ema il infrastruc ture.  This is 
simp ly b ec ause it is not ec onomic a lly fea sib le for the la tter 
to dep loy enough exc ess c apa c ity to  ma inta in in the event 
of a  c ripp ling , large-sc a le spa m a ttac k, for examp le.  Exc ess 
c ap ac ity d ep loyed  for a  large number of c ustomers is simp ly 
more ec onomic a lly fea sib le  for a  servic e p rovider. 
 
Minimizing the  Impac t on the  Interna l Network 
Bec a use suc h a  high p erc enta ge of ma lic ious spa m is not 
d irec ted  to va lid  ema il ad d resses, using  a  p erimeter-b ased  
servic e offloa ds the ma jority o f ema il p roc essing (a nd  
assoc iated  ema il network tra ffic ) b efore it ever rea c hes the 
c ustomerÕs network.  On-p remise solutions, rega rd less of how 

Hosted  and 
managed 
providersÕ data  
centers a re 
sta ffed on a  24x7 
basis and  that 
capabilities a re 
monitored  
around  the 
c lock.  This 
means tha t 
problems c an be 
dealt with m ore 
rapid ly  than is 
feasib le in many 
on-premise 
deployments. 
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rob ust, still must reac t to  spa m a fter it ha s entered  the 
network, p lac ing  ad d itiona l d ema nd s on storage a nd  
ba nd wid th. 
 
Smooth Mig ra tion to New Messaging  Pla tforms 
Among the c hief b enefits o ffered  by a  hosted  or ma na ged  
servic e is tha t migra tion to  new messa ging  systems is mad e 
muc h ea sier.  For exa mp le, while migra ting  from Mic rosoft 
Exc ha nge 2003 to  Exc ha nge 2007 will o ffer a  numb er of 
benefits bec a use of the improvements d esigned  into  the 
la tter, m igra ting  to  the system using  interna l resourc es is a  
signific a nt undertaking  b ec a use of the need  to  imp lement 
64-b it ha rd ware, the dep loyment o f new server softwa re, the 
time req uired  to  lea rn the new server roles in Exc ha nge 2007, 
etc .  Using a  hosted  or ma naged  servic e p rovider tha t will 
migra te to the next-genera tion messa ging c a pab ility for its 
c ustomers is sub sta ntia lly easier a nd  less pa inful tha n a n 
interna l migra tion. 
 
Ac c ess to Expertise That Might Not Otherwise be Availab le 
Sp ec ia list p roviders of hosted  a nd  ma na ged  servic es c a n 
often p rovide exp ertise, suc h a s p rofessiona l servic es for 
migra tion, tha t might not o therw ise b e ava ilab le.  This is 
pa rtic ularly adva nta geous for sma ller c ompa nies. 
 
Good Physic a l Sec urity 
One of the c onc erns tha t ma ny p rosp ec tive c ustomers of 
hosted  a nd  ma na ged  servic es exp ress is foc used  on the 
physic a l sec urity o f their da ta  when ma na ged  b y a  third  
pa rty.  Most  o f the lead ing  p roviders of hosted  a nd  
ma naged  servic es ma inta in very sec ure p hysic a l fac ilities, 
inc lud ing  vid eo surveilla nc e, multip le a c c ess points using  
two-fac tor a uthentic a tion, trac king  a nd  monitoring tools 
and  other systems tha t p rotec t their c ustomersÕ da ta  from 
being  c ompromised . Mea sures, suc h as SAS 70 a ud its or 
Web Trust c ertific a tion, c a n p rovide a n extra  level of 
assura nc e for c ustomers. 
 
Privac y Gua rantees 
Some orga niza tions a re c onc erned  w ith the p rivac y of their 
messages when routing  them through a  hosted  or ma na ged  
servic e.  However, messages a re genera lly automa tic a lly 
p roc essed  b y the system w ithout any huma n intervention.  
Messa ges a re norma lly stored  only to  b enefit the c ustomer, 
suc h a s through qua ra ntines or for d isaster rec overy 
mea sures. 
 

Most  of the 
leading  p roviders 
of hosted and  
managed 
servic es m aintain 
very secure 
physical 
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fac tor 
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monitoring tools 
and  other 
systems tha t 
protec t their 
custom ersÕ data  
from being  
com promised. 
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Vend or Independ enc e 
Using a  hosted  or ma naged  servic e p rovider c a n make a  
c ustomer of the servic e less dep end ent on a  pa rtic ular 
vend orÕs tec hnology, a nd  so will minimize the imp ac t of 
lega c y systems on future tec hnology or vend or c hoic es. 
 
 

Questions to Ask of Your Internal Management 

and Hosted and Managed Service Vendors 

There a re a  numb er of q uestions tha t a ny p rospec tive 
c ustomer of hosted  or ma na ged  messag ing  servic es should  
ask of a  vend or they a re c onsid ering  to p rovide these 
servic es.  There a re a lso severa l q uestions tha t orga niza tions 
should  a sk themselves before they use a  third  pa rty to 
p rovide messa ging  servic es. 
 
The following offers a  good  sta rting  p oint for q uestions tha t 
should  b e a sked , a lthough it is imp orta nt to  note tha t not a ll 
of the q uestions will a pp ly to  a ll typ es of hosted  a nd  
ma naged  servic es or to  a ll vend ors. 
 
Questions to Ask Your Interna l Mana gement 

• Is messaging a core competency that we want to retain in-

house? 

 

• Do we have enough IT staff members, or will we be able to 

recruit enough IT staff, to manage our current and planned 

messaging capabilities, as well as other IT initiatives from which 

we could derive competitive advantage? 

 

• How much will it cost us to deploy all of the new capabilities 

that we will need for archiving, encryption, security and other 

capabilities over the next few years? 

 

• What is the total cost of managing our messaging 

infrastructure, including whatever opportunity costs may be 

associated with managing our systems internally? 

 

• How much will it cost us to migrate to a new messaging system 

when such a migration is required? 

 

 

There a re a  
number of 
questions that 
any prospec tive 
custom er of 
hosted or 
managed 
messaging  
servic es should  
ask of a  vendor 
they a re 
considering to 
provide these 
servic es.  There 
are also several 
questions that 
organizations 
should  ask 
them selves 
before they use 
a third  party  to 
provide 
messaging  
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Capabilities Offered 

• What capabilities does the vendor offer today and what 

capabilities are on the vendor’s roadmap?  These services 

might include: 

• Hosted  messag ing  servic es 
• Arc hiving  
• Online  bac kup  
• Enc ryp tion 
• Unified  messag ing  
• Mob ility 
• Web c onferenc ing  an d  othe r c o lla borat ion c ap a b ilit ies 
• Instant  messag ing  se rvic es 
• Ac tive  Direc to ry integ ra tion 
• Othe r c a pa b ilities 

 
• Which email servers / platforms are supported? 

 

• Which versions of email servers and platforms are supported? 

 

• Which email clients are supported? 

 
• Does the vendor provide real-time scanning of Web traffic for 

viruses and malware? 

 

• Does the vendor support or require any on-premise hardware 

or software? 

 
• How many data centers does the vendor operate? 

 

• What type of data center is provided? 

 

• What migration tools and services are offered? 

 

• How often are upgrades provided? 

 

• What reporting capabilities are provided? 

 

• Does the vendor have premier support agreements with their 

technology partners? 

 

• Are disaster recovery services offered if the customer system is 

unavailable? 

 

 
Arc hitec tura l Considera tions 

• What architectural capabilities ensure that there is neither 

delay in message delivery nor any additional, unnecessary risk 

incurred by storing a copy of the message? 

 

• Does the vendor perform full, nightly backups of customer 

data? 

 

What 
architec tural 
capabilities 
ensure that there 
is neither delay 
in message 
delivery nor any 
additional, 
unnec essary risk  
incurred  by 
storing  a  copy of 
the m essage? 
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• Is the vendor using their own technology or another vendor’s? 

 

• Does the vendor use the application developer’s platform or 

one developed by another vendor? 

 

• Will the vendor’s infrastructure scale to meet future 

requirements? 

 

 

Reliab ility 

• What Service Level Agreements does the vendor offer? 

 

• How much system downtime has the vendor experienced 

during the past month?  Six months?  Year? 

 

 
Sec urity 

• How secure is the infrastructure? 

o What  c ont ro ls are  in p lac e  to  c ont ro l ac c ess to c ustomer 
dat a?  

o What  int rusion d etec tion systems a re  in p lac e  to p rotec t 
the  vend orÕs dat a c ente r? 

o What  redunda nt  c ap ab ilit ies are  in p lac e , inc lud ing  
bac kup  gene rat o rs, redund ant  te lec ommunic at ion links, 
etc .? 

 

 
Data Mana gement 

• Does the vendor host customers on shared and/or dedicated 

servers? 

 

• In what countries will the data be stored? 

 

 

Servic es Offered 

• How integrated are the services?  For example, if the vendor 

offers IM and archiving services, are instant messages 

archived? 

 
• Does the vendor provide other complementary products and 

services? 

 

• Does the vendor provide both shared and dedicated servers? 

 

• What customer support services are offered? 

o What  a re the  tec hnic al  support ho urs? 
o Does the  vend or offe r live  24x7 sup port? 
o Where  a re the  tec hn ic al  supp ort staf f based? 

 

What Service 
Level 
Agreem ents 
does the vendor 
offer? 
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• Does the vendor provide a dedicated Technical Account 

Manager after the sale? 

 

• Can customers outsource DNS, Web sites and applications, 

and email to the vendor? 

 

• Can customers resell the service?  If so, what features are 

offered to support reselling the service (white labeling, 

reseller’s console, etc.)? 

 

• What provisioning tools are provided? 

 

• Does the vendor provide automated Web services? 

 

• How flexible is the provider in offering various services? 

 

• Are policies across all communications channels unified and 

managed in a single, integrated Web console? 

 

• Is distributed administration of the service supported (e.g. 

regional administrators with control over only a subset of the 

users)? 

 

• Are end-users able to manage their own configurations and 

settings?  

 

• Are messages stored on disk and then forwarded to the end 

customers? 

 

 

Vend or-Spec ific  Que stions 

• Is the vendor financially viable? 

 

• How long has the vendor been in the hosting or managed 

services business? 

 

• How long has the vendor been in the specific business for 

which they are being considered (security, archiving, 

complete messaging services, encryption, etc.)? 

 

• How many customers does the vendor support and how has 

this changed? 

 

• What size and type of customers does the vendor support? 

 

• Can the vendor provide referenceable customers that are 

similar to our organization? 

 

• What email volume does the vendor support and how has this 

changed? 

 

How long  has the 
vendor been in 
the spec ific  
business for 
which they are 
being 
considered  
(security , 
archiving , 
com plete 
messaging  
servic es, 
enc ryp tion, 
etc .)? 
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• What certifications have the vendor’s employees earned?  

How many? 

 

• What corporate certifications or audits are offered? 

 

 
Mig ra ting  Awa y from the  Vend or 

• What are the termination conditions? 

 

• How can data be exported / migrated to an on-premise 

solution or to another hosted provider? 

 

 
Othe r Questions 

• Does the vendor offer professional services? 

 

• What is the experience level of the vendor’s professional 

services team? 

 
• Who will own our data? 

 

 

Summary 

Messa ging is a  mission-c ritic a l func tion for virtua lly a ll 
orga niza tions a nd  it is b ec oming more so.  However, 
ma nag ing  messag ing  systems is b ec oming  more d iffic ult 
and  more d ema nd s a re be ing  p lac ed  on organiza tions to 
ma nage these systems effec tively. 
 
One op tion tha t c a n help  orga niza tions to ma na ge their 
messag ing  systems more effec tively is the use of hosted  or 
ma naged  servic es to p rovide some or a ll of the servic es they 
req uire .  Although ma ny c orp ora te d ec ision-makers ba lk a t 
the p rosp ec t of using  a  hosted  or ma na ged  servic e 
bec a use they p erc eive these servic es to be more exp ensive, 
less sec ure or offer less c ontrol c ompared  to  on-p remise 
systems, Osterma n Resea rc h ha s found  tha t these fea rs a re, 
in a lmost every c a se, unfounded .  On the c ontra ry, hosted  
and  ma na ged  servic es often a re less expensive tha n on-
p remise systems, p rovid e better sec urity tha n ha s b een 
dep loyed  in most c ompa nies, a nd  offer a t lea st a s muc h 
c ontrol over the da ta . 
 
There a re a  numb er of issues to c onsid er for orga niza tions 
tha t a re eva lua ting hosted  or ma naged  servic e p roviders.  
Due d iligenc e in eva lua ting  the hosted / ma na ged  op tion 
c a n yield  signific a nt b enefits a nd  w ill b e worth the effort. 
 

There a re a  
number of issues 
to c onsider for 
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that are 
evaluating  
hosted or 
managed 
servic e 
providers.  Due 
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yield  signific ant 
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be worth the 
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Sponsor of this White Paper 

Trend Micro InterScan Messaging Hosted Security 

Trend  Mic roª InterSc anª  Messa ging Hosted  Sec urity 
p rovides c omprehensive ema il threa t p rotec tion in a  fully 
ma naged  sec urity servic e.  The servic e integra tes p owerful 
anti-spa m a nd  a nti-p hishing w ith a ward -winning a ntivirus 
and  a nti-spyware, b loc king  sta nda lone, b lended -threa t, 
and  c ustomer-sp ec ific  ema il a tta c ks. Customers c a n c hoose 
the servic e level tha t b est suits their sec urity stra tegy: 1) 
strea mlined  ma na gement for c omp lete sec urity with 
minima l ad ministra tion or 2) gra nula r a c c ess a nd  c ontrol 
with c ontent filtering  to  enforc e c omp lia nc e and  p revent 
da ta  leaka ge. Both servic e leve ls offer c omprehensive 
hosted  ema il sec urity to  b loc k threa ts before they touc h the 
network, sec uring  the network a nd  sa ving b a nd width, 
stora ge, a nd  other resourc es. 
 
Email Continuity 

InterSc a n Messag ing  Hosted  Sec urity ensures op timized  
performa nc e a nd  high ava ilab ility, p rovid ing  orga niza tions 
with uninterrup ted  sec urity. 
• Minima l la tenc y a nd  gua ra nteed  p rivac y for c ontinuous, 

sec ure up time 
• Comp lete sc a lab ility with rea l-time g lob a l threa t 

inte lligenc e 
• Geograp hic a lly d istributed  d a ta  c enters with fully 

red unda nt, load -ba lanc ed  systems 
• Automa tic  ba c k-up  to  sa ve ema ils when a  c ustomer 

system is unava ilab le 
• Extensive SLAs to c over ava ilab ility, performa nc e, a nd  

supp ort 
 
Trend Micro™ SecureCloud  

InterSc a n Messag ing  Hosted  Sec urity is offered  a s pa rt o f 
Sec ureCloud ª , Trend  Mic roÕs new Softwa re-a s-a -Servic e 
(Saa S) sec urity p la tform.  Sec ureCloud  p rovides a  sing le  
point of a c c ess to Trend  Mic roÕs servic es, ena b ling  
c ustomers to  ma nage multip le servic es through one Web  
c onsole. Initia lly, Sec ureCloud  hosts Trend  Mic roÕs messa ging 
and  network sec urity servic es, inc lud ing InterSc a n Messa ging  
Hosted  Sec urity, Ema il Rep uta tion Servic es, and  Trend  
Mic roÕs new Botnet Id entific a tion Servic e.  Trend  Mic ro is 
c ommitted  to  expa nd ing  the servic es on the Sec ureCloud  
p la tform to inc lud e Web  a nd  endp oint sec urity as well a s 
add itiona l messa ging  a nd  network p rotec tion, p rovid ing  
servic es to  sec ure sma ll, med ium, a nd  enterp rise b usinesses 
from the ga teway to  the d esktop  a ll through a  sing le p oint 
of sec urity p olic y ma na gement. 

10101 N. De Anza  Blvd . 
Cupertino, CA  95014 

USA 
+1 800 228 5651 

www.trendmic ro.com 



A Guide to Und erstand ing  Hosted  and  Manag ed  Messa g ing 

© 2007 Osterman Researc h, Inc . Page 18 

Trust the Experts in Comprehensive Threat Protection 

Trend  Mic ro is a  rec ognized  lead er in Sec ure Content a nd  
Threa t Ma na gement with a lmost 20 yea rs in the sec urity 
ind ustry.  Built on this extensive ba se of sec urity exp ertise, 
Trend  Mic ro InterSc a n Messa ging  Hosted  Sec urity b rings 
together the b est in spa m b loc king, a ntivirus, c ontent 
c ontrol, a nd  system monitoring .  All o f the ema il threa t 
sc a nning is ba sed  on in-house tec hnology, a llowing  Trend  
Mic ro to  p rovide sup erior effec tiveness a nd  supp ort. Trend  
Mic ro c ond uc ts a ll up da tes a nd  tuning  for its hosted  
servic es, p rovid ing  c ustomers with op tima l up -to-the-minute 
sec urity. 
 
Trend  Mic roÕs tec hnolog ies a re supp orted  by Trend Lab sSM, a  
g lob a l network of threa t resea rc h, servic e, a nd  supp ort 
c enters tha t ensures c onstant threa t surveilla nc e a nd  a tta c k 
p revention. With ac c ura te, rea l-time d a ta , Trend Lab s 
delivers effec tive, timely sec urity mea sures d esigned  to  
detec t, p re-emp t, a nd  elim ina te a tta c ks. 
 
With hea dq uarters in Tokyo a nd  opera tions in more tha n 30 
c ountries, Trend  Mic ro solutions a re sold  through c orp ora te 
and  va lue-a dd ed  resellers a nd  servic e p roviders world wide. 
For ad d itiona l informa tion a nd  eva lua tion c op ies of Trend  
Mic ro p rod uc ts a nd  servic es, visit the Trend  Mic ro Web  site  a t 
www.trend mic ro.c om. 
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